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YHisepcumem yusinonozo 3axucmy Yxpainu

MPUHUWIM KOMIJIEKTYBAHHA TEXHIYHUMW 3ACOBAMU CKNAOOBOI
«I[HPOPMALIUHA BE3MNEKA» IHTEFPAJIbHOI CUCTEMWU BE3IMNEKU 3A KPUTEPIEM
«E®EKTUBHICTb - IHTEFPAJIbHA UIHA»

Y pobomi pozensnymo npunyun KomniekmyeanHs mexHiHuUMU 30co00amu Opeani3ayitino-mexHiuHol cKiad06oi
«inpopmayitina besnexay iHmezparbHOi cucmemu Oe3NeKu Ha OCHOBL KPUMepil «eeKmueHicms — iHmeepaivHa
yinay. Ilposedeni 00cniodNHcenHs: NOKA3AAU HEMONCIUBICIL (DOPMYBAHHS YVHisepcanvbhol cucmemu 6e3neku 07s
00 ’exmie pisnux munie. Y moil dice uac, wiisx y UOPAHOMY HANPIMKY 00380J5€ OOHOZHAYHO COPMYBAMU 3A2AIbHI
NPUHYURY PO3POOKU THMESPANbHUX cucmeM be3nexu, AKi 6a3yIomucs Ha HAYKOBO 0OIPYHMOBAHUX Kpumepisnx, ujo
Marwms 3a2anbHy npupoody popmysarts Os 8Cix Oe3 8UHAMKY cucmem Oe3nexu.

Knrouosi cnosa: inmezcpanvha yina, cucmema besnexku, eqpekmueHicmo.

BcTtyn

IocranoBka mpoodsaemu. [Ipouec GyHKIIOHYBaHHS
00’ekty koHTpor0 (OK) HEBix eMHO IMOB’si3aHHM 13 Ha-
XOIKEHHAM Ta 00pOOKOI0 iH(POPMAIIIHHIX TTOTOKIB, SIKi B
3arajlbHOMY PO3YMIHHS € BiIOBIAHOIO iH(OPMAIIHHOO
CKJIaJIOBOIO, 1110, B CBOIO YE€pry, € Pe3yJIbTaroM AudepeH-
[IFOBaHHS BHYTPIMIHIX TporieciB B cTpykTypi OK Ta 30B-
HILIHIX TPOLIECIB, MO-MEpIIe, MK CYMDKHUMU 00’ €KTaMH,
no-npyre, Mmixk OK Ta oTouyrounm cepenoBumieM. Y TOH
)K€ Yac, Cy4aCHHH PO3BHUTOK iH(OpMAIIHHNX B3a€MOBI-
HOILICHb HE BUKIIIOYAE PU3MK BIUIMBY BHYTPILIHIX Ta 30B-
HilHiX HeOe3nek Ha GynkiionyBanHs OK (puc. 1).
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Puc. 1. YMoBH (hyHKIIOHYBaHHS CUCTEMH OE3MEKH
(€0; €QK ; €Cp — BIACTHBOCTI: CEPEIOBUINLA, B AKOMY (yH-
KIioHy€e 00’€ekT; 00’ ekTy KoHTpoito (OK); cucremu Ge3nexn)

OOMerxeHa e(heKTHBHICT BUKOPUCTAHHS MOXJIMBOC-
TeH BKe ICHYIOUMX TEXHIYHMX 3aC00iB 3 IONEPEMKEHHS Ta
ycyHeHHs1 iH(OpMaIliiHUX HeOe3leK CTaBUTh Tepen Crie-
mianicraMu 3 po3poOKH cucTeM Oe3IeKd psif eKOHOMid-
HUX, OpPraHi3allifHIX Ta TEXHIYHUX MPOOJIeM TI0B SI3aHUX 3
BH3HAYCHHSAM KPHTEPIiB 3 ypaxyBaHHSAM SKHX IIOBHHHA
(hopMyBaTHCsI CKIIaI0Ba «iH(popMalliiiHa Oe3reKay 3arajib-
HOI iHTerpansHOi cuctemu 6e3nexu OK.

AHaJli3 OCTaHHIX JOCHiIKeHb Ta myOJikaumiii.
3arajbpHi NUTaHHS 11010 PO3POOKM CHCTEMH Oe3IeKw,
SIK HEBiJI'€MHOI CKJIAZOBOI (DYHKI[IOHYBaHHA 00’ €KTIB
pizHOTO piBHA, po3risAHyTI B [1 — 7]. Tak 30kpema, po3-
[NIAAI0ThCA THUTAHHS BiJ BH3HAYCHHSA QYHKIINA Iiel
cucremu [8], 11 ynpasiinHs [9] 10 po3poOKH MifcHCTEM
orpumanss [10], mepenadi [11] Ta 06pobku iHpopmarii
[12, 13]. ¥V Toii e yac 4iTKHX KpUTepiiB, ki 6 Bpaxo-
BYBaJIM OCOOJIMBOCTI €KOHOMIYHOT'O Ta TEXHIYHOTO PO3-
BUTKY pETiOHY (Zep’kaBH, CYCIIILCTBA), HA JaHUH 4ac
HeMae, 10 31 cBOro OOKy MOPOIKYE IMHTAHHS IIOAO
BiJIMIOBITHOCTI (a/ICKBATHOCTI) 3aXO/IiB 3 MOMCPEIHKECHHS
Ta JIKBiALl 10 IMOBIpHHUX BTpaT B HACJIJOK HEOE3IIEK.

B sxocrti kputepiro, skuii € 6azor0 st GopMyBaH-
HSl YNPaBJIiHCHKOTO PIMIEHHS CTOCOBHO KOMILJIEKTYBaH-
Hs cuctemu Oesnekn OK TuMu um iHIIMMH 3acobamu
MoTIepeHKEHHS Ta MPOTHil Hebe3mekaM JOIUTBHO pH-
WHATH KpUTEPid «e(EeKTUBHICTh — IHTErpajbHa I[iHAY».
OcranHs € (QyHKII€I0 HU3KH (POPMYIOUUX TOKa3HUKIB.

B mpoueci ¢opmyBanHs BianoBigHOro 06a30BOTO
KpUTEPIiIo, KUK € OCHOBOIO I BUOOPY TEXHIYHHX 3a-
co0iB cucreMH O€3IeKH y 3alpOIOHOBAHOMY BUIJISII,
HEOOXiTHO BiJIIIOBICTH HA PsIIl MUTAaHb, SKi HEOIHOPA30-
BO MiIHIMAIUCH B JIITEPaTypi, a caMe: 9i IOBUHHI BTpa-
TH Ha Oe3neky «o0’exTy» csratu mopiuHo 10% Big
npuOyTKY; YW JOCTaTHBO L€l CyMH ISl OTPUMAaHHS
HEOOXigHOTO piBHS Oe3lekd, YW HaBHAkW 3abararo;
SKUH TOBUHEH OyTH TepMiH Takoro (piHaHCYBaHHS; YM
MOXIIMBO HEpiBHOMIpHE (QiHaHCyBaHHS Oe3neku (Ha-
MPUKIAA, Ha HAYaJbHOMY €Talli BCTAHOBHTH OLIBIIC
(hiHaHCYBaHHS Ha CTBOPCHHS CUCTEMH O€3IIeKH, a TIOTiM
3MEHIIUTH 00csT (DiHAHCYBAHHS IJIS MIATPUMKH Ta OHO-
BJIEHHSI CHCTEMH); K PO3MOJUIMTH PO3MipH (iHaHCY-
BaHHS MK CKIIQJIOBUMH IHTETPalbHOI cUCTeMHu Oe3rre-
K{; 4OMY CIiJ| OiIblle TIPUIUIMTH yBark — opraHizamii-
HUM 3axoJaM ab0 TEeXHIYHMM 3aco0aMm; sK BHOpaTH i3
BCHOTO PI3HOMAHITTS TEXHIYHUX 3aco0iB IpencTaBie-
HUX Ha PUHKY HEOOXiJHE Ta 1HIII MUTaHHS.

© B.B. Trworronuk, P 1. llleBuerko
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NMocTaHoBKa 3aAavi Ta ii BUpiLLEHHS

MeTtoro poOOTH € Mo-TiepIe, MOAATBIIHNA PO3TIIAT
Ta QOpPMYyBaHHS OPraHi3aI[iifHO-TEXHIYHUX CKJIAJ0BHX 3
NMoOYyZOBH IHTETPAJIbHOI CHCTEMH O€3NeKH; MO-JApyTe,
(dopMyBaHHS KPHUTEPiI0 «e(EeKTUBHICTh — IHTETpajbHA
L[iHa» 5K OCHOBM NPHHIMITY KOMIUIEKTYBaHHS CKJaJ0-
Boi «iH(opmariiiHa Oe3neka» IHTErpajibHOI CHUCTEMH
Oe3nexkn TexHIYHUMHU 3acobamu. Ha puc. 1 HaBenewi
yMOBH (YHKIIOHYBaHHS CHCTEMH OE3IEKH, IO B CBOIO
4yepry I03Boisi€ C(OPMYBATH NPHHIMI KOMIUIEKCHOT
OIIIHKHM HeOe3MeK, SKi BIUIMBAIOTh Ha (YHKIIOHYBaHHS
00’€KTy KOHTPOJIO, Ta PO3KPHUTH MICIIe JaHOI CHCTEMH
Oe3neku y MOCTIHHOMY mporeci 3arno0iraHHs NposBam
BHYTPIIIHIX Ti 30BHILIHIX HeOE3MEK.

3aranpHa CTPYKTYpHa CXe€Ma CHCTEMH O€3MeKH
TEXHOJIOTIYHUX CUCTeMax ([0 SKHX BIHOCATBCS i1HQO-
pMaliiiHi cuCTeMH) IpUBE/IeHa Ha puC. 2.

\L leyr.

00’°eKkT
KOHTPOJIIO

FmBll.
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Cy0’ext
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Puc. 2. CrpykrypHa cxema (yHKIIOHYBaHHS CHCTEMH O€3MeKH

(F,opy, — 30BHiIHI HeOE3MEKH,; Fyyyr. — BHYTpILIIHI HeOe3MeKH)

VY3araipHEeHO, iHTErpaibHa CHCTeMa Oe3IeKH 3a
(DYHKIIIOHATFPHUMH TPU3HAKAMU € 0araTOKOMITOHEHT-
HOIO cucTeMolo (puc. 3).
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Puc. 3. CtpykTypa iHTerpajbHOi cUCTeMU Oe3IMeKn
3a (YHKUIOHAIEHIMH TIPH3HAKAMHU
VY 3B’s3KY 3 IIUM, CyMa 3aTpaT Ha po30ya0By Takoi
cuctemu SCP mae BUTJISA;

SP>U/ky; 0<ky <10 [14,15];
S 0N a
i

~

ge U — BIpary, 110 NpOorHo3yroThes; ky; — koediuieHT He
npunyctivocti Brpar; S” — BuTpatH Ha i-Ty CKIamoBY
IHTErPOBAHOI CHCTEMH O€3IeKH; 1 — KUTBKICTh CKIIaOBHX.

Hapami crmig BU3HAYUTH HACTYIIHE TIPHUIYIICHHS: 3
TNOaIBIIOro po3rysaay S°° BHKTIOUEHA IiHOBA CKIIAfoBa
MOCJYT TIO TPOBEACHHIO BIIMOBITHUX 3aCO0IB HA PUHOK.
Bona npuiiMaeThcst OHAKOBOIO IS yCIX THITB TEXHITHIX
3ac00iB, OCKUIBKH ii IPUPOJa BU3HAYAETHCS CKIIAJIOBHUMHU
(Openn (ipmu, yac 3HAXOMKEHHS OCTAHHBOI HA PHHKY,
TIOJITHKOI0 MapKETHWHTY Ta iHIIE), sIKi He BIUTMBAIOTH HA
00’€KTHBHI TTOKa3HUKH e()eKTHBHOCTI TEXHIYHUX 3aCO0IB i
BIJINIOBIZIHO HE 3MIHIOIOTH MPUPOIH (HOPMYBaHHS 3arpo-
HIOHOBAaHOTO KpHTepifo. lle NpuImyIeHHs crpaBeuBe y
pasi po3MIBiLy JOCTATHBO BEITMKOIO KUTHKOCTI OTHOTHITHHX
32 CBOIM (DYHKI[IOHAIBHAM MPU3HAYCHHAM TEXHIYHUX
3aco0iB a0o0 iX CTPyKTYpHHX eneMeHTiB. EnemeHTH, siki
CKJIQJIal0Th KOXXHHH KOMITOHEHT CHCTeMH Oe3leKH, yKpy-
ITHEHO MOJKJIMBO BIJIHECTH JI0 OJHI€T 3 IBOX B3a€MOBILIHB-
HMX TpaKTHYHHX peasizamiii, a caMme: IonepeKeHHs BU-
HUKHEHHS TIPOsIB HeOe3rekn abo Oe3rnocepeHs JIiKBimamis
HeOe3neky. [laHi HanpsMKH peati3allii Io€eIHyI0Th OpraHi-
3aI[iHO-YIIPaBIIHCEKI, — MPO(MIIAKTHYHI,  ONEepaTHBHO-
TaKTUYHI 3aXOX Ta IHKEHEPHO-TEXHITHIX 3aCO0MH.

HemosxnuBicTh 00y10BH YHIBEpCcaIbHOI CHCTEMH
Oe3rexku Ta BH3HAUCHa IIMM HEOOXIJHICTH PO3POOKH
CHUCTEMH Oe3MeKH IJIsl KOKHOTO THUIY 00’€KTY CTaBUTH
mepe cremiagicTaMu MpodiieMy PO BU3HAYEHHS Mpio-
PHUTETIB PO3BUTKY LMX CKJIAIOBHX, 1 BIANOBIIHO IIPO-
Onemy 11070 po3noaiTy oomexeHoro (1) eKOHOMIYHOTO
MOTEHITiaTy. 3arajJbHAN MiIXi 0 BU3HAYCHHS TPIOPH-
TETIB 3 TEXHIKO-€KOHOMIYHOTO OOIPYHTYBaHHS 3ac00iB
cUcTeMH O€3IeKH PO3IITHEMO Ha MPUKJIal po30yaoBH
CKJIaJIOBOI «iH(opMariiiHa Oe3IeKay.

Tak, 3a JaHUMH JIOCHTIJPKEHb, IPOBEICHUMHU
Computer Security Institute Ta @BP (CSI/FBI Computer
Crime and Security Survey), po3mip BTpar Bix Hebe3Ie-
K y iHpopMamiiHMX cHUCTEMax pO3IOJUIMBCA 5K Ha
puc. 4 (y omnuryBaHHI npuiiMany yvactb monaza 1000
MPOBIITHKUX MIAPUEMCTB 3 PO3pOOKH Ta HaaaHHS 1H)O-
pMarmiifHux mociyr) [16].
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Puc. 4. Po3mip 30HTKy miIPHEMCTB 3a BUIAMH aTak
Ha iHdopMaito, mo obepTanack y mporeci iX AisTbHOCTI
y 2003 p. 3a nanumu CSI/FBI Computer Crime
and Security Survey
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3rigHo pHc. 4 HAWOLTBIT HEOE3MEUHNMH YHHHUKAMHU
BUCTYTIAFOTh 30BHIIIIHI BIUIMBAHHA Ha iH(OpMAITi 3 METOIO
ii 3HUIIEHHS a00 BUKPUBJICHHS Ta HECAHKI[IOHOBAHUM J0-
cTyn J0 KoH®ifeHMiitHoI iHopMmari. YMoBH (QyHKIIOHY-
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BaHHsI CUCTEMH OC3IeKH 3 METOIO MOIEPEHKEHHS Ta JIKBI-

Jartii TaHux HeOe3MeK MpeNCcTaBieHo Ha puc. 5 — 6. B me-

JKaxX CKJIaToBOI «iH(opMarliiiHa Oe3neka» MOXINBO BHU3HA-

YUTH HACTYITHI HAIPSIMKH 3aX0/iB Ti peatizaryii — puc. 7.
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Puc. 5. Cxema (yHKIIIOHYBaHHS €IEMEHTY ,,iH(pOpMaIiitHa Oe3neka” IHTerpaibHOT CHCTEMH OS3IEKH 3 METOK HETOMYIICHHS
HECaHKI[IOHOBAHOTO BIUIUBY Ha iH(pOpMaLilo, 1110 00epTaeThes y MPoLec AiSUIBHOCTI 00’ €KTY KOHTPOJIIO
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Puc. 6. Cxema QyHKLIIOHYBaHHS €IEMEHTY ,,iHdopMalliliHa Oe3reka” IHTerpaibHOI CUCTEMHU OC3MEKH 3 METOI0 HEeIOMY IICHHS
HECaHKILIOHOBAHOTO JOCTYILYy /0 iH(popMalLlil, 1110 00epTaeThCs y MpoLieci ASUIBHOCTI 00’ €KTY KOHTPOJIIO

Ludropaniitng femera
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Puc. 7. Ctpykrypa enemMeHTy «inpopmariitHa Ge3nexa»
IHTETPAIbHOI CHCTEMHU Oe3MEeKH

TakuM YHHOM, 3aTpaTH Ha peaji3alilo IaHOTO
€JIEMEHTY IHTerpajbHOI CHCTEMHU O€3MEeKH CKIIAIAl0Th:

G(B) _ (1), (1), o(IB) @

opr. opr.—Tex TeX

B 3anexxHOCTI Bii XapakTepUCTHK 00’ €KTY, HasB-
HOCTI HeOe3MeK, X MPUPOIU Ta IHIIUX CKIAJOBUX BHU-
3HAYAIOTHECSA TPIOPUTETH MO0 PO30YIOBU 3araibHOI
CIPSMOBAHOCTI CKIIQNOBOi «iH(popMamiliHa Oe3mekay,
IO 3 CBOr0 OOKY BH3Ha4Ya€ BaroMiCTh BHECKY BiJIIIOBiI-
HUX 3ax0iB (2) — Tabm. 1.

3anporoHOBaHUN MiIXi[ POTIITHEMO HA TPUKIAII
KOMIUTEKTaMii MmiacucTeMn «iHpopMamiiiHa Oe3mekay
TEXHIYHMUMH 3aC00aMU 3aXUCTY BiJl HECAHKI[IOHOBAHOTO
JIOCTYIY .

Tabmuus 1

BaromicTs 3ax0/1iB CKJIa10BO1 «iHTerpaibHa Oe3mneKa» cucre-
MH 0e3MeKH Y pO3MOAiTi eKOHOMIYHOTO MOTSHIiaTy

ExoHOMIUHUIT TOTEHITaN Cucrema Oe3nexu

SQPEF)' T +S£’IPEF)'_T8X * S(Tg)‘) Ha oplggii::[iol;:? :axozm
SE)IPEF) + SE)IPBF)-*TeX T +S(TI£<) opraHi3§1I1')1i71€:c)T-(;}::i}II{éilq}1[{ai 3aX0IH

St + Stprrex +Se0 e

SE)IPEJ ~ Sg)IpBr)fTeX I~ S(Tlei) PiBHO 30pieHTOBaHa

BigmosigHo Maemo:

b 16 1B 1B
Sl =5t + P 4 sP) 3)
e S(IE), S(IB), S(IB) — CKJIaJIOBI IIiH 3ac00iB Tomepe-
T T T3

JUKEHHsT HeOe3Meku, sIKi OOyMOBIIEHI: BIACTHBOCTSIMH
KaHaJIIB HECAHKIIIOHOBAHOTO [OCTYIy 0 iH(popMarlii
(puc. 8); BUOOPOM THUIy TEXHIYHOTO 3aco0y (puc. 9);
TEXHIYHUMU XapaKTePUCTUKAMH BiJIIIOBITHO.
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Kanam HecaHKIioHoBaHoro
. s ol IB)
JocTyny 10 ingopyanii {.‘.\11 )}

ONTHUHHIA eeKTPOMArHI THHIT
(1) (IB)
(5.7 (S.7)
1.2 1.3
AKVCTHYHHIT pajiaiiiHmii.
(SUB)y TEILIOBHI Ta IHIII
i1 (SIB) . glIB)y
Tia Tin

Puc. 8. 3aranpHa CTpyKTypa KaHaJIiB HECAHKIIIOHOBAHOTO
JoCTyIy A0 iHdopmarii

AnapatHi 3aco0u 3 3axucty iHdopmarii BiJ Heca-
HKI[IOHOBAHOTO JIOCTYIy 00’ €IHYIOTh TEXHIUHI 3acodwm,
K1 32 IPUHLIUIIOM POOOTH, OYZIOBOIO Ta MOMKIIMBOCTSIMH
BUSIBJIIIOTh KaHAJM BUTOKY iH(OpMaIlil Ta IpOTUIIIOTH
ix ¢yHkuionyBaHHIO. TakuM 4MHOM, amaparHi 3aco0H
3axHCTy iH(pOpMaIlii BUKOPUCTOBYIOTHCS JIJIS BUPILICH-
Hs HACTYIHUX 3aJa4: MPOBEICHHS NOCIIDKEHb TeXHId-
HHUX 3ac00iB, 110 BUKOPHCTOBYIOTHCS Yy IPOLECI JisuIb-
HocTi OK, Ha HasIBHICTH MOXIIMBHX KAaHAJIIB BUTOKY
iH(opMarlii; BUSBICHHS KaHAJTIB BUTOKY iH(popMarii Ha
pi3HOTO poay 00’€KTax Ta y NMPUMIIIEHHSX, SKI BXOAATH
y ctpyktypy OK; nmokamizamisi kaHaiiB BUTOKY iH]op-
MaIlii; TOIIyK Ta BHUSBJICHHS 3ac00iB BHTOKY iH(opMa-

[ii; TMPOTUAiIA HECAHKI[IOHOBAaHOMY
JIOCTYIy N0 JpKepena iHdopmarrii, mo
3aXHUIIACTHCS.

3a (QyHKIIOHATHHAM IPH3HAYCH-

F waysy ¢ @lIB]
saxncTy indopaamii (57)

[ Texniuni 3acodn

(iU

(sllTl'.I-J

IpOrpamMHi
L(TE )
(5.0

KOMOIHOBaHI
(15)
(CE)

KpHITorpadiani
JIB)
(5.,

paTHi

(S ];II}

Puc. 9. 3aranbHa CTPyKTypa TEXHIYHHUX 3aCO0IB 3 3aXUCTY
iH(opMaIlii BiJl HECAHKI[IOHOBAHOTO JOCTYITY

«iH(popmariiiiHa Oe3rneka» 3arajgbHOi CHCTEMH Oe3NeKH
OK, sikuii HEOOXITHO 3aXHMCTHUTH, 32 KPUTEpiEM «edek-
TUBHICTh — IHTErpajbHa I[iHay». BUKOPHUCTOBYIOYH JaH-
Hi, omyOJIiKOBaHI B HAayKOBiH JiTeparypi, oQiliiHy iH-
(hopMariiro BiIOMHX y JaHOMY HaIllpSIMKY BUPOOHUKIB Ta
iHpOpMaIlifo, OTpUMaHy B paMKax poOOTH BUCTABKOBHX
dhopymie («Texnomorii 3axucty — 2005», «TexHomorii
3axucty — 2007», «30post Ta 6e3neka — 2007», «TexHo-
yorii 3axucty — 2008», «30post Ta Oe3meka — 2008»)
[17 — 21], 3a HaBereHHM KpHTEpiEM MPOBEICHO aHaji3
armapaTHUX 3acO0iB BHSIBICHHS Pajio KaHATy HECAaHKIi-
OHOBAHOTO JOCTYIy 1o iH(opmarii. PesymsTatn mpen-
cTaByieHO y Tabi. 2 — 4 Ta y3araipHeHo Ha puc. 11, 12.

AnapatHi 3acodu
3axucry iHdopmanii (S(Tli))

HSIM arapartHi 3acobu 3 3axucty iH}o- [

|

pmarii BiJi HECAaHKI[IOHOBAHOTO JIOCTY-
my KIacU(iKyIOThCS Ha 3aCOOU BHSIB-

TexHiuni 3aco00u 3axucty
iH(opMaii BiJi HEraTHBHOTO
(1)
BIUTUBY (STll )

TexHiuHi 3ac001 3axucTy
iHdopMmauii Biji HeCaHKIIHOrO

noctyy ( S(T'i))

JICHHSA, 3aCO0M TOMIYKY i JeTalbHUX

I
[ ]

BHUMIPIOBaHb, 3aCO0M aKTHBHOI 1 MacH-
BHOT mpoTuaii (puc. 10).
Ipu bOMY, 3a TEXHIYHAMH MOX-

3aC00M BUSIBJICHHS KAHAIB BUTOKY
iH(opMalii Ta HECAHKI[IOHOBAHOTO

(I5)
Aoctyity (STZ 21 )

3aC00M 3aXUCTY Ta MPOTUALT

)

Ta22

JHMBOCTSMH anapatHi 3aco0H 3 3aXUCTy

iHpopMarii BiI HECaHKI[IOHOBAHOTO
JIOCTYITy BHCTYTAIOTH SIK 3acO0M 3ara-

JIBHOTO TIPU3HAYCHHS UISI IIPOBEACHHS

JIETEKTOPH Ta iH/IKATOPH 3ac06H MACHBHOTO 3aXHCTY
€/IeKTPOMArHiTHOTO MO0 . (S(IE) )
( S(IE) ) Ta221
Ta211
GbinbTpu

MoTiepeIHIX OIHOK, TaK 1 mpodeciiiui
KOMIUIEKCH JJIsl TIPOBEACHHS JIOCKOHA-

CKaHytoui npuiimMayi

3a1001KHIKH

s

Ta212

JIOTO TIOMIYKY, BHUSBJICHHS Ta JETallb-
HOTO BHMIPIOBAHHS TEXHIYHHUX Xapak-

KOMILIEKCH JUISl aHAITi3y elIeKTPOMArHiTHOT

(15)
06CTaHOBKH (STzz )

3aC00M 3aXUCTY MEPEIK JKHBICHHS

l
l
3ac00H PO3B’SI3KY CHTHAIB ‘
13
l

iHme

TEPUCTUK 3aco0iB BUTOKY iH(opmaii.

4acToTOMipH (S(IE) )

3ac00H aKTHBHOTO 3axucry

(s

Ta214

T2222

1B
OpHak, BIUIUB Ha CKJIQJIOBY S(Tz) Ja-

HOI CTPYKTypH3aIlil anapaTHUX 3aco0iB

HENiHiiHI ToKaTopH (S(TIB) )

2215

TeHepaTopH

AKyCTHYHOTO LIyMY

3 3axucTy iH(popMmamii BiJ HECaHKINO-

#

METANO/IETEKTOPH (S(IB) )

Taois ‘ 3ac00M TIOCTAHOBKH

HOBAHOI'oO O0CTyly Ta HEMOKJIUBICTh

eHCKTpOMal‘HiTHHX TIEpeNIKo

moOyIoBH  YHIBEpPCaIbHOI  CHCTEMHU

]

iHwe (S(IE) ) ‘

T22.1m

OC3IeKH BIIKpPHUBA€E Iepel Cremiaic-
TaMH 3 PpO3pPOOKH CHCTEM Oe3leKH
npoOiieMy ONTHUMAaJbHOI, HapsLy 3 iH-
IIAMHA CKJIAZIOBUMH (pHC. 7), KOMIUICK-
Talii TEXHIYHUMH 3ac00aMH CKJIaJI0BOT

3ariymayy 3aC001 COTOBHX
TeneOHIB Ta KaHAIIB 3B’ 3Ky

iHme

_{

Puc. 10. 3aranpHa cTpyKTypa TEXHIYHHX 3aC0O0IB 3 3aXucTy iH(popmarlii
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Tabuuns 2

3aco0Ou BHSBIICHHS KaHAJIiB BUTOKY iH(popMaril. XapakTepUCTHKHU JETEKTOPIB Ta IHIUKATOPIB €JIEKTPOMAarHiTHOTO HOJII0

HaiimenyBanHs IIpiopurerHa xapakrepuctuka (podounii gia- [lina
npuiagy ma3zoH, MI ') KiJIbKICHA, .0. SIKICHA
RD-11 100 + 6000 144 S(u;) .
PROTECT 1203 10 = 3600 210 T 3
«3axurankay 54 7200 278 <(1B)
PROTECT 1205 30 + 2400 286 + ST2 T
PROTECT 1206 50 + 3600 490 —(IB)
eooe + S
T3
Ipumimka: S — 6a30BHii MOKA3HUK LiHK; S — IOMiHyI0Ya CKIAJ0BA LiHHU
Tabnums 3
3aco0u BHSBIICHHS KaHAJIB BUTOKY iH(popMaii. XapakTepUCTHKU CKaHyIOYHX NpUiMadviB
HaiimenyBanHs [IpiopuTeTHI XapaKTEPHUCTHKH Lina
TpunIamxy pobounii miamazon, MI'ng | Yy TJIUBICTh, MKB | THT MOJTYJISIIIIT KUIbKICHA, V.0. | SIKICHA
MEPEHOCHI
IC-R5 10+ 1310 - NFM, WFM, AM 316
AR-8200 MK3 0,1 +3000 ne ripmwe 0,3  |WFM, FM, SFM (Wide, Nar- 625
row, Super FM); WAM, AM,
NAM (Wide, Standard, Narrow (15)
AM); USB, LSB, CW T 3 +
1C-R20 0,15 +3300 He ripuie 0,32 yCi THIH MOJYJIALIT 726 )
eoe + §(IB)
CTallioHapHi et
AR8600 Mk2 0,1 +3300 He ripure 0,3 yCi THIH MOJTYJISALIT 1112 *
+ 3 momaTKoBHX + §( 1)
AR3000A 0,1 +2000 He ripme 0,25 yCi THIH MOy AT 1580 3
ARS5000A 0,01 + 3000 He ripme 0,14 yci THIIH  MOJyJISIIii 2292
ARS5000 0,01 + 2600 He ripme 0,14 yCi THIH MOJYJIALIT 2458
o000
Tabnuus 4
3aco0u BHUSBJICHHS KaHAIIB BUTOKY iHpOpMaIlii. XapaKTepHCTHKH KOMILIEKCIB IS aHAIli3y €IeKTPOMArHiTHOI 00CTaHOBKU
HaiimenyBanns ITpiopuTeTHI XapaKTePUCTUKH Ilina
npuIasy 060unit gianazon, MI'|4yTiauBicTh, MKB fiBHIKicTE 0630py, MI'1/| KinbKicHa, y.O. SIKICHA
Crextp—MK 40 + 3000 He ripure 2 1o 100 18945 S(IB) . §(IE) +
C2M "KBajgpart" 40 + 6000 He ripure 2 o 100 19336 T3 2013
Owmera 2000 =+ 18000 He ripie 2 10 350 23047 + g(1B)
XX 3

nebesn

G

et ey

1

§0

Ly,

gt

S, U
3

iy

Puc. 11. 3anexuicts piBHs Ge3neKH Big BHOOPY TEXHIYHHX
3ac00iB BHUSBIICHHS i-T0 KaHATy HECAHKI[IOHOBAHOTO JOCTYITY
1o inpopmanii (G s, — PiBeHb HeOe3meku; U — po3mip

prpat; gU)

— piBeHb Oe3MeKu, SKUH T0CATAETHCS

€31 rex.

3a JIONOMOT'O0 BUOPAHOT0 TUIY TEXHIYHOTO 3aC00Y

Ha puc. 11: 1 — xpuBa, sika XapakTepH3yIO AUHAMI-
Ky MPIOPUTETHOI XapaKTEPUCTUKHU i-T0 KaHATy HECaHKIIi-
OHOBAHOTO JIOCTYNy A0 iHdopMmalii; 2 — mpiopuTeTHa
XapaKTepUCTHKA TEXHIYHOTO 3ac00y BHSIBICHHS 1-TO Ka-
HaJly HECaHKLIOHOBAHOTO JOCTYmy 10 iHdopmanii (ci-
MEWCTBO KpuBUX); Q — obnacth (GyHKIIOHYBaHHS BHO-
paHoro TeXHIYHOTro 3aco0y BUSBJIEHHS i-TO KaHATy Heca-
HKIIIOHOBAHOTO JIOCTYITy A0 iH(oOpMaIii; ¢ — mpupict
piBHA HEOE3MeKk: 3a YMOB BpaxyBaHHS IONAaTKOBHUX He-
OOXITHUX TEXHIYHMX BUMOT (HAMIHHICTh, MEPIOIMUHICT
po0oTH Ta iHIIE); Y — IPHUPICT PiBHS HEOE3NEKN 32 YMOB
BpaxyBaHHS JIOJATKOBUX MOKA3HHKIB HEOE3MEKH 3aXO.iB
Ta 3ac00iB HECAHKI[IOHOBAHOTO OTPUMaHHs iH(opMariii.

VY3aranpHEeHHs MPOILEAYpU 3acTOCYBaHHS HaBelle-
HOT'O KPUTEPit0 Ja€ 3MOTy BU3HAYHUTH HACTYIHHUI ajro-
putMm nmiif momo ¢opMyBaHHS TexHIYHOI Oa3u iHTe-
TpaNbHOI CUCTEMH Oe3MeKH 00’ €KTY:

1) mpoBecTn aHani3 MOXIMBOTO CIIEKTpY HeOe3-
TeK, SIKi MarOTh MICIle y pa3i BUHUKHEHHS Ha/I3BHYAHOT
NOJi1 JaHOTO TUILY;
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Puc. 12. I'padiune npencrasineHHs obyacteld GpyHKIIOHYBaHHS TEXHIYHUX 3aC00iB BHSBJICHHS BUTOKY iH(opmarii
0 eJIEKTPOMATHITHOMY KaHaIly HECAHKI[IOHOBAHOTO JIOCTYITY B 3aJIEKHOCTI Bil mporyckHoi yactotn Kanary (F)

2) cdopmysBatu rpadiuny (abo aHamiTHUHY) 3a-
JeKHICTh MDK (akTopoM HeOe3meku (CHeKTpoM) Ta
NPIOPUTETHUMU XapaKTEPHUCTHKAMH HAsBHUX TEXHId-
HUX 3aco0iB (puc. 11) B omuHAIAX «Oe3rmeka — BTpaTm;

3) BUXOISIYU 3 BUMOT Oe3reku 00’€KTy KOHTpPO-
JII0, BU3HAYMTH TIpiopuTeTHHH (hakTop HeOe3meky, mo i
00yMOBIIIOE YTBOPEHHSI CKIIQJIOBOI «IHTETpajbHA IIiHAY

(st )~ puc. 8;

Ty
M) a0
T2 T3

Mor HampsaMmKky mistteHOcTi OK Ta momaTkoBUX BHUMOT,
110 MaloTh Miclie Ha 00’ekTi (puc. 11, 12).

4) ckmamoBi S BU3HAYAIOTLCS 3 BHU-

BucHoBKkuK

1. TIpoBemeHi OOCHTIIKEHHS IOKA3aIH HEMOXKITH-
BICTh (POpMYBaHHSI yHIBEpCAIbHOI CHCTEMH O€3IeKH
Juist 00’ €KTIB Pi3HUX THUMIB. Y TOH ke yac, nuIsix y BUO-
paHOMy HampsIMKY JO03BOJISIE OTHO3HAYHO C(HOPMYBATH
3arajbHi TPUHLUIKA PO3POOKU IHTETPAIBHUX CHUCTEM
Oesreky, siKi 0a3yrOTBCS Ha HayKOBO OOIPYHTOBaHHX
KPUTEPIsX, M0 MAIOTh 3arajbHy MPHUPOLY (HOPMYBaHHS
IUTS BCIX 0€3 BUHATKY CHCTEM OE3MEeKH.

2. Tlpu po3pobiii 3aco0iB Ge3reku, Ha BIIMIHY BiJl
0e3mocepeIHOT0 KOMIUIEKTYBaHHS CHCTEMH TEXHid-
HUMH 3ac00aMH, TOMIHYIOYOIO € MPIOPUTETHA XapaKTe-
pHCTHKa, po3poOka abo migBHIIEeHHS ii eekTHBHOCTI y
B3a€MOBIUINBI 3 IHITNMH XapaKTEPUCTHKAMHA 1 BU3HAYAE
e(eKTUBHICTh 3aXOIiB (IOCTIKECHB). Y pa3i ¢opmy-
BaHHS CHCTEMH TEXHIYHUMHU 3aco0aMu Ge3reKH KpuTe-
pieM BHCTymae iHTerpaibHA IiHA, KA CKIANAETHCA 13
I[iHU BCIX HaBEJCHUX Yy poOOTi MOKa3HUKIB (TIPiOpHUTET-
HHX Ta JOJATKOBHX), LIIO MMOB’S3aHO 3 HEMOXKIIUBICTIO (a
y 0araThOX BHIAJKaX HEAOUIBHICTIO) MOKPAIIUTH BXKE
ICHYIOYHM NPIOPUTETHI XapaKTEPUCTUKU cepTH(IKOBaHOT
Ta 3amylieHol Ha PUHOK MPOIYKIii 6e3 MOAaTKOBHX
HAYKOBHX Ta €KOHOMIYHHX 3aTpart. BiJCyTHICTh 1aHOTO
Uy 3aco0y Oe3neKku 3 HeOOXiMHUMH IMPIOPUTETHUMH
TEXHIYHUMHU TIOKa3HUKaMH MEPEeBOAUTH 3a/1ady BUOOPY
JI0 THILIOTO TUITY TEXHIYHOTO 3ac00y.

3. BuxopucraHHS KpUTEpil0 «e(peKTUBHICTH — iH-
TerpajibHa LiHa» NpH (POPMYBaHHI aNrOPUTMY KOMILIe-
KTyBaHHS TEXHIYHMMH 3ac00aMH Ha NPUKIAZl 3aco0iB
iHpopmariitnoi Oe3nexu (puc. 11, 12) He cymepeunts
OTPUMaHHM pe3ylibTaTaM 0araTopivHOi MPaKTHKK (op-
MYBaHHsI PHHKY JQHUMH TEXHIYHHMH 3acobamu Oe3rie-
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ku [18 — 21], mro m03BOJIsIE CTBEPHKYBATH PO MpPaBU-
TBHICTH BHOPaHUX MiAXOIB Ta y MOAATIBIIOMY 3aCTOCY-
BaTH iX Npu (GOpMYBaHHI HIIMX TEXHIYHUX CKIIAJOBHX
IHTErpaibHOT CUCTEMH OE3IEeKH.
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MPUHLMN KOMMNJIEKTOBAHUA TEXHWYECKUMU CPEACTBAMU COCTAB/NAIOLLEN
«MHPOPMALIMOHHAA BE3ONACHOCTb» UHTEMPANIbHOW CUCTEMbI BE3OINMACHOCTHU
NO KPUTEPUIO «3®DPEKTUBHOCTbL — UHTEIPAJIbHAA LIEHA»

B.B. Tiottonuxk, P.U. llleBuenko

B pabome paccmompen npunyun KomMniekmo8anHus mexHu4ecKuMu cpeocmeam Op2anu3ayuoOHHO MeXHUYeCKolu cocmas-
aAwel «UHGOPMAYUOHHAs ODE30NACHOCTIbY UHMESPATLHOU CUCHeMbl 6e30NACHOCIU HA OCHO8E Kpumepus «3p@exmusHocms —
unmezpanvhas yenay. Ilposedennvie uccie008aHUs NOKA3AAU HEBO3SMONCHOCL (hOPMUPOBAHU YHUBEPCANbHOU cUcmeMbl 6e30-
RACHOCMU Ol 00BEKMO6 PAHBIX MUN08. B mo sice epems, nymo 6 6blOpAHHOM HANPAGLEHUU NO360A€N OOHO3HAYHO CHOpMUpPO-
6amv 00wWUe NPUHYUNDBL PA3PAOOMKU UHMESPATILHBIX CUCEM Ge30NACHOCU, KOMOopble 6A3UpyIomcs HaA HAYYHO 0O0CHO8AHHbIX
Kpumepusx, KOmopbie umerm oougyio npupooy hopmuposanus 0iisi 6cex 6e3 UCKIOUeHUs cucnmem 6e30nacHoCmu.

Knrouesvie cnosa: unmezpanvhas yena, cucmema 6e30nacHocmu, dQghexmusHocms.

PRINCIPLE OF COMPLETING HARDWARES OF CONSTITUENT «INFORMATIVE SAFETY» OF INTEGRAL
SYSTEM
OF SAFETY ON CRITERION «EFFICIENCY is INTEGRAL PRICE»

V.V. Tyutyunik, R.I. Shevchenko

In work principle of completing hardwares is considered organizationally by a technical constituent «informative safety» of
the integral system of safety on the basis of criterion «efficiency is an integral pricey. The conducted researches showed impossi-
bility of forming of the universal system of safety for the objects of different types. At the same time, a way in the chosen direction
allows simply to form general principles of development of the integral systems of safety, which are based on the scientifically
grounded criteria which have general nature of forming for all without the exception of the systems of safety.

Keywords: integral price, system of safety, efficiency.
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