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IMPACT OF POWERFUL ELECTROMAGNETIC RADIATION
ON RADIOELECTRONIC MEANS

The article analyzes the ways and mechanisms of the effect of powerful electromagnetic radiation on radio
electronic means and their element base. It is determined that the effect of high-power electromagnetic radiation of
ultrashort duration, due to high penetrating power and threshold levels of failures and damage, is the most danger-
ous factor in relation to various types of electronic devices, as well as their components, primarily semiconductor
devices and microelectronic elements. Analysis of available domestic and foreign literature has shown that there is
no research into the ways and mechanisms of the electromagnetic radiation effect on radio electronic means. Dif-
ferences between the electromagnetic radiation of the ultrashort range are revealed in terms of the impact on the
radio electronic equipment. Significant influence on the efficiency of the radio electronic elements of means can be
caused by microwave impulses on cable lines, antenna-feeder devices and interblock connections. In addition, in-
duced voltages can change the operating modes of the nodes, which will lead to a temporary or catastrophic failure
in general. It is pointed out that it is necessary to search for new technologies in solving the problem of their protec-
tion, while simultaneously preventing the effects of electromagnetic radiation of ultrashort duration on radio elec-

tronic means on all possible channels of passage.

Keywords: the electromagnetic radiation of the ultrashort range, the radio electronic equipment, high-

frequency radiation.

Formulation of the problem

In order to achieve a radically new level of radar,
radio communication, technology and other technical
problems, generators of powerful electromagnetic
pulses are being developed in a number of countries.
Generators of high-power pulses from one to tens of
nanoseconds (linear induction electron accelerators,
relativistic generators with virtual cathode (vircators),
relativistic magnetrons, generators based on superdi-
mensional electrodynamic structures (Cherenkov gen-
erators and diffraction radiation generators) are being
intensively developed. These generators have a gigawatt
peak power, and there are real ways of increasing it tens
of times [1-5]. The achieved and predicted radiation
parameters of these devices make them dangerous when
influencing radio electronic systems of the widest pur-
pose. This is due to the fact that their mode of operation
allows the generation and emission into the surrounding
space of not only single electromagnetic pulses, but also
their "packets" with a frequency of thousands of pulses
per second or more. If other radioelectronic facilities get
into the operation zone of such generating systems, it
may happen that not only the infringement of the infor-
mation reception process, but also a violation of their
functional integrity. The impact of high-power electro-
magnetic radiation on high-sensitivity electronic equip-
ment leads to a change in parameters or complete failure
of devices, which is associated with the transition of the
receiving and amplifying paths into a mismatched mode
and the occurrence of overvoltages in the element base.
In this case, the value of the amplitude or power of elec-
tromagnetic radiation, which affects, can be much less

than the threshold values that determine the occurrence
of degradation effects in individual elements and nodes.
The significance of these effects increases with the in-
crease in the functional complexity of radio electronic
equipment [6-9].

Ensuring the reliable operation of radio electronic
means in conditions of external influences, including
powerful pulsed electromagnetic radiation, necessitates
the use of appropriate means of protection. However, as
shown by the analysis [10-14], the methods and means
of protecting radio electronic means developed to date
can not provide the required effectiveness of their pro-
tection in terms of their characteristics, and even more
so in view of the prospects for the development of
means for generating powerful pulsed electromagnetic
radiations. This circumstance requires research aimed
primarily at finding fundamentally new approaches to
the effective protection of radioelectronic means from
powerful pulsed electromagnetic radiation, which puts
forward the task of investigating the ways and mecha-
nisms of the action of powerful electromagnetic radia-
tions on radio electronic means.

Analysis of recent research
and publications

Analysis of available domestic and foreign litera-
ture has shown that at present there is a significant
number of publications devoted to the generation of
electromagnetic radiation [1-5], the use of generators of
powerful electromagnetic radiation, including for con-
ducting armed struggle [3-5], the influence of high-
power electromagnetic radiation on the elemental base
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of radio electronic means [7-10; 18], as well as data on
traditional methods and means of protecting radio elec-
tronic means from electromagnetic radiation [10-14].
There are separate publications devoted to the analysis
of the effect of high-power electromagnetic radiation on
radioelectronic facilities [15-22], however, systema-
tized data on the investigation of the ways and mecha-
nisms of the effect of electromagnetic radiation on ra-
dio-electronic means are not necessary for determining
the ways of protecting radioelectronic facilities.

The purpose of the article is to analyze the ways
and mechanisms of the impact of powerful pulsed elec-
tromagnetic radiation on radio electronic means and
their element base.

Main part

Superhigh-frequency energy can propagate to sen-
sitive elements of radio-electronic means along two
main paths:

— through the reception circuits — the transmission
of electromagnetic energy associated with free space
through the antenna-feeder path (the "front-door" path);

— through the structural elements of radioelectronic
facilities (panels, windows, unshielded conductors, etc.)
(the way of penetrating the radiation "back-door").

Radiation power, which affects the internal circuits

of radioelectronic means P, , is related to the flux of

incident power I, by the following relation [18]:

Pimp = H(r) *Setf (F) ,
where T1) —the Umov-Poynting vector;

Sesf () — effective surface of the object.
For the "front-door" path, Sg¢ (f) is usually the

effective surface of the object as a receiving antenna.
Therefore, in order to increase the security of radio elec-
tronic equipment from the impact of powerful electro-
magnetic pulses, when receiving through the antenna,
the operating frequency band is usually limited. In the
case of short and ultrashort pulses, this approach leads
to a significant decrease in their power spectral density.

Under the influence of electromagnetic radiation
on the input circuits of the receiving path, there are two
modes: band and out-of-band [5; 7]. A particular feature
of the band-pass action is the minimum energy loss of
electromagnetic radiation when passing through an
agreed receiving path, even with band-pass filters at the
input. Losses in this case are determined by the ratio
between the bandwidth of the input filter or the low-
noise amplifier and the width of the spectrum of the
influencing electromagnetic radiation. In most cases,
these losses do not exceed 10-15 dB [18].

Out-of-band electromagnetic radiation is effected
outside the passband of the receiver. It is more universal
than a band-pass, since a sufficiently powerful pulse can

affect a number of RESs whose receiving paths are not
sufficiently well protected from out-of-band action. In
this case, it is necessary to take into account the power
losses in the tract. The resulting losses in this case can
be up to 40-60 dB [18].

The state of the radio electronic means under the
action of pulsed electromagnetic radiation is usually
described in the form of setting the levels of impact
characterizing the degree of efficiency of the radio elec-
tronic means.

Ascending levels of exposure are distinguished by
[6]:

— a level characterizing the normal operation of the
system;

— the level at which temporary violations of the
standard mode occur (the level of recoverable failures);

— the level at which stable changes in parameters
are observed, leading to a partial loss of system oper-
ability (level of steady failures);

— the level at which irreversible catastrophic de-
gradations occur, leading to a complete loss of system
performance (level of failure).

Thermal effects, as the final link of the energy ab-
sorption process, play a decisive role in the degradation
phenomena of the element base due to the processes of
local energy absorption and heat removal. Accordingly,
the conditions of stationary and short-term energy re-
lease are distinguished. The first corresponds to station-
ary or long-pulse actions, and the second - to the effects
of ultrashort duration, when the absorbed radiation en-
ergy is localized and does not have time to transmit to
the surrounding elements of the structure during the
time of the pulse. A higher energy density in the second
case contributes to more efficient defect formation in
sensitive zones of heat generation [11; 13].

The foregoing is characteristic of the action of one
pulse. If the time between impact pulses is sufficiently
small, then a regime of thermal energy storage is possi-
ble. This time scale corresponds to the time of inter-
structural thermal relaxation in the radioelectronic me-
dium - the millisecond range, therefore at frequencies of
repetition more than 1 kHz, an additional impact factor
is usually realized.

The causes of the phenomena characterizing the
ultra-threshold modes of action of electromagnetic ra-
diation of the ultrashort range on radio electronic means
and its elements can be reduced to the following main
effects:

— antenna mechanism of currents and voltages ex-
cited in external and internal structures of radioelec-
tronic facilities;

— the plurality of dimensional and orientational
resonances due to the complexity of radioelectronic
facilities and broadband radiation;

— a large spectrum of destructive phenomena of
impact thermal type in the areas of energy release;
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— the multiplicity of simultaneous localizations of
defects formed in structures in the process of a single
exposure to electromagnetic radiation of the ultrashort
range;

— characteristic spatial zoning of defects — the pe-
riphery of energy release and defect formation.

Thus, the impact of high-power electromagnetic
radiation of the ultrashort range, due to high penetrating
power and threshold levels of malfunctions and dam-
ages, is the most dangerous factor in relation to various
types of electronic devices, as well as their components,
primarily semiconductor devices and microelectronic
elements.

The modern electromagnetic environment is char-
acterized by the presence of natural sources and artifi-
cial radiation, which in many cases have a destructive
effect on the element base of the radio electronic means
and on the conditions of its functioning. Since the value
of the radiation energy flux density in the far zone of the
source of electromagnetic radiation is proportional to
the square of the current derivative in the antenna [18]:

11| = E2/2Z¢ oo(dl/dt)?,
where Z, — the impedance of free space.

Then from the energy point of view the magnitude
of the effect of electromagnetic radiation is inversely
proportional to the duration of the pulse and its front.

The most dangerous types of electromagnetic ra-
diation include impulse radiation of ultrashort duration,
created by the following types of sources of artificial
origin:

— powerful high-voltage modulators and electro-
physical installations for special purposes, using the
processes of the ultrashort range (high-power electron-
ics elements);

— emitters of ultra-wideband radar systems used in
high-resolution radar;

— some types of high-voltage improper or superfi-
cial gas discharges and transient processes initiated by
high-energy particle fluxes or laser radiation.

The interaction of ultrashort-range radiation with a
relatively narrow spectrum or with a broadband spec-
trum with a radio electronic means is manifested quali-
tatively differently from traditional long-duration radia-
tion or stationary radiation. This is due, first of all, to
short exposure times in comparison with the characteris-
tic times of relaxation mechanisms in materials and
semiconductor structures of radioelectronic means and
its components. On the other hand, this type of influenc-
ing factor, due to the small pulse duration, is character-
ized by a larger spectral width, which causes a high
penetrating power and intense character of the action of
ultrashort pulse duration propagating in the device
structures. This leads to the fact that, in spite of the rela-
tively lower energy potential, the ultrashort range pulses

can in some cases prove to be a more effective destruc-
tive factor than the traditional ultrahigh-frequency sig-
nals.

The interaction mechanisms of electromagnetic ra-
diation and superhigh-frequency pulse with radio elec-
tronic means have a number of significant differences.
From the point of view of the field structure, these dif-
ferences are primarily due to spectral characteristics:
electromagnetic radiation does not have high-frequency
filling and their spectrum is mainly concentrated in the
region of sufficiently low frequencies (1 + 100 MHz),
while ultrahigh-frequency pulses are generated at a cer-
tain Carrier frequency, and their spectrum can occupy
any place within the entire radio-frequency range (from
units to hundreds of gigahertz).

The low-frequency nature of electromagnetic ra-
diation poses serious problems for its directional sewer-
age in space, while for super-high-frequency pulses
such sewerage is realized both by conventional antenna
systems and by the use of radio-transparent lenses.

In addition, due to the relatively low-frequency na-
ture of electromagnetic radiation, its effect on the radio
electronic means is due to the penetration of fields
through technological openings and slots in the hous-
ings, as well as by pick-ups that appear on housings,
wires and connectors. Ultrahigh-frequency radiation,
along with spatial selectivity, also has a frequency-
selective effect, which significantly increases its effi-
ciency when passing through the input circuits of radio
electronic means.

The most sensitive elements of the radio electronic
means are semiconductor elements. In connection with
the variety of destructive phenomena in semiconductor
devices, the determination of the exact value of the en-
ergy (power) of damage is associated with considerable
difficulties. Often, the energy characteristics, obtained
as a result of analyzing the thermal processes in the in-
struments, are used to estimate the level of the damage
power. This allows us to reduce the secondary effects in
semiconductor elements to the time distribution in the
energy volume.

Significant influence on the performance of the ra-
dio electronic means can be imposed by superhigh-
frequency impulses on cable lines, antenna-feeder de-
vices and interconnection connections. In addition, in-
duced voltages can change the operating modes of the
nodes, which will lead to a temporary or catastrophic
failure in general.

Conclusions

1. Within the framework of the energy approach,
the refusal or violation of the standard operating mode
of the radio electronic means is uniquely associated with
the change in parameters or the failure of individual
elements and (or) nodes (mainly containing semicon-
ductor elements) under the influence of electromagnetic
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radiation or an ultrahigh-frequency pulse with an ampli-
tude exceeding the permissible threshold values.

2. The large number presence of a functional con-
nections (delay lines, waveguide paths, feedback loops,
etc.) in modern radio electronic means leads to the fact
that the impact can be carried out through separate ele-
ments and nodes, when they act as receptors of electro-
magnetic energy , transform it and then, in themselves,
are the sources of influence for the elements of the radio
electronic means, thereby creating an internal unfavor-
able electromagnetic environment.

3. The effect of a sufficiently weak external elec-
tromagnetic radiation of the ultra-short range on the
sensitive elements of the radio electronic means can also
lead to instability of the system and an increase in the
time of its relaxation to the state of normal (regular)
reception and processing of information. Most signifi-
cantly, these effects are manifested in the input and am-
plifier cascades, and the main factors of their occurrence
include:

— distortion of the spectrum and delay of electro-
magnetic radiation of the ultrashort range in passive and
active filtering elements (in the waveguide channel,

protective devices with resonators, bandpass filters, path
matching elements, etc.);

— excitation of long-lived stochastic oscillations
when the power of electromagnetic radiation of the ul-
trashort range is limited in the threshold memory device;

— imperfect coordination of elements, leading to
the appearance of reflections and the excitation of long-
lived stochastic oscillations;

— excitation of long-lived stochastic oscillations
caused by interaction in the active elements of different
spectral groups of electromagnetic radiation of the ul-
trashort range.

4. The ways and mechanisms of the action of pow-
erful electromagnetic radiation of the ultrashort range
on the radio electronic means differ significantly from
the paths and mechanisms of the action of microwave
radiation. Ensuring the normal operation of the radio
electronic means under the influence of electromagnetic
radiation of the ultrashort range necessitates the search
for new technologies in the solution of the problem of
their protection, which at the same time prevents the
effect of electromagnetic radiation on the radio elec-
tronic means on all possible channels of passage.
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BNNMB NOTY>XXHOIO ENEKTPOMAIHITHOIO BUNPOMIHIOBAHHA HA PALOIOENEKTPOHHI 3ACOBU
O.M. CotrikoB, M.M. fceuko, B.A. Tapmun

Y cmammi nposedeno ananiz winaxie ma mexanizmie 6nau8y NOMYNHCHO20 €EKMPOMASHIMHOZ0 BUNPOMIHIOBAHHA HA padio-
eekmpoHHi 3acobu ma ix enemenmuy 6azy. Busigneno siominnocmi mise i EMI YKT 3 mouku 30py enausy na PEA. Ananiz oo-
CMYNHOI 8IMUU3HAHOI ma 3apyOidxcHOT Timepamypu noKaA3as, Wo 00CTIONCEHHSA WIIAXIE | MEXAHIZMI6 GNIUBY eNeKMPOMASHIMHO20
BUNPOMINIOBAHHA HA padioenekmpoHHi 3acobu eiocymui. Busnaueno, wo eniue nomyosicno2o eneKmpomMacHimuo2o sUnpOMiHio-
6aHHA YIbMPAKOPOMKOIO MPUBATLOCTNE, 3AB0AKU BUCOKILI NPOHUKAIOYOT 30amHOCHI | 2paHUYHUM PIGHAM 300i6 i nopasKu, 6Ua61A-
OmbCsl HAtOIIbW Hebe3neuHuM PaKmopom no GIOHOUIEHHIO 00 PI3HUX 6UOI6 eleKMPOHHUX NPUCPOI8, A MAKOIC IX KOMNOHEH-
mis, 8 neputy uepeay, HaniGnPOGIOHUKOGUX NPULAJI6 | eleMeHmié MIKPOeLeKMPOHIKY. Icmomuuli 6niue Ha npaye30amuicms eie-
MeHmig padioeneKmpoHHUX 3ac00i8 MoIcyms Haoagamu HasedeHHss HBY-imnynvcy na kabenvHi ninii, anmeno-gioepui npucmpoi
ma mixconouni 3'eonanns. Kpim moeo, nagedeni nanpyau Modicyms 3MiHUMU pexcumu pobomu 8y3is, wo npuseeoe 00 mumiaco-
goMy abo kamacmpo@hiunozo 8iomosu 6 yinomy. Brasano na neobxionicme nowiyKy HO8uUX mexHono2il y eupiuleHHi 3a80aHHa ix
3axucmy, wo 00360510Mb 0OHOUACHO 3aN00IeMU 6NAUBY €IeKMPOMASHIMHO20 SUNPOMIHIOBAHHS YIbMPAKOPOMKOIO MPUBAIOCTT
Ha padioeeKmpoHHi 3acoOU NO BCIX MONCTUBUX KAHANAX NPOXOOICEHHS.

Knrouogi cnosa: padioenexmponni 3acobu, enexmpomazhimme GUNpoMiHIO8aHHs YIbMPaKopoOmKo2o 0lanazony, Haosuco-
Kouacmomue 6UnpOMIHIOBAHHS.

BO3EWCTBWE MOLLHOIO ANEKTPOMAIHUTHOIO U3NYYEHUA HA PAIMOANEKTPOHHBIE CPEOCTBA
AM. Cornukos, M.H. fceuko, B.A. Tapuun

B cmamvwe nposeden ananuz nymei u MexanuzmMos 8030€UCmeUst MOWHO20 NEKMPOMASHUNHOL0 USTYHEHUs HA PAOUOIIeK-
MPOHHbBIE CPEeOCMEa U Ux dneMeHmuyio 6azy. Buissenenvt omauuus mesicdy u IMU VKI] ¢ mouku 3penus 6o3deticmeusi Ha POA.
AHanuz oocmynHoil omeuecmeeHHOU U 3apy0edCHOU TUMepamypsbl NOKA3AL, YMO UCCIe008aHIe Nymell U MeXaHusMo8 8030elicn-
8USL INIEKMPOMASHUMHO20 UBYHEHUs Ha PAOUOINEeKMPOHHble cpedcmea omcymemeyiom. Onpedeneno, ymo 8030elicmeue MOuHO-
20 JNEKMPOMASHUMHOZ0 USTYHEHUS YIbMPAKOPOMKOU OMUMENbHOCIU, 61a200aps 8bICOKOU NPOHUKAIOWell ChOCOOHOCIU U NOPO-
208bIM YPOBHAM CO0E6 U NOPANCEHUs, OKAZbIBAIOMCSL HAUOOLee ONACHBIM (PAKMOPOM NO ONMHOUEHUIO K PA3TUYHBIM 6UOAM IleK-
MPOHHBIX YCMPOUCME, A MAKHCE UX KOMNOHEHMAM, 8 NEPEYIo 0uepedb, NOIYNPOBOOHUKOBLIM NPUOOPAM U INeMEHMAM MUKDO-
anekmponuxu. Cyuwecmeennoe enusanue Ha pabomocnocooHOCMb I1eMeHno8 paouodIeKmMpPOHHBIX CPeOCmE MO2YM OKA3bléamb
naeooku CBY-umnynvca na xabenvhvie aunuu, aumerHo-gpuoepHvie ycmpoicmea u mexconounvie coedunenus. Kpome moeo,
Ha6e0eHHble HANPANCEHUS. MOSYIN USMEHUNb PENCUMbL PAOOMbL V37108, YMO NPUEeOem K 6PEMEHHOM U Kamacmpo@puieckomy
omKasy 6 yenom. Ykazano na HeobXo0UMOCns NOUCKA HOBLIX MEXHONOUL 6 peuleHul 3a0ayuu UxX 3auumyl, NO360NAOUUX OOHO-
BPEMEHHO NPedomEpamumy 8030etiCmeus INEeKMPOMASHUMHOL0 ULYHEHUS YIbMPAKOPOMKOU OIUMETbHOCIU HA PAOUOSTEK-
MPOHHBLE CPEOCHBA NO BCEM BOZMONCHBIM KAHAIAM NPOXOHNCOEHUL.

Knrouesvie cnosa: paouosnexmponnvie cpeocmea, 21eKmpoOMAZHUMHOE U3NYYeHue Yabmpakopomko2o OUana3ond, ceepx-
BbICOKOUACTOMHOE U3TYYEHUe.
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