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CTBOPEHHS KPOC-MNNAT®OPMHOI CUCTEMM 3AXNCTY WEB-CEPBICIB
| AOOATKIB HA OCHOBI XML-®AUNIB ANA TEXHONOrII ASP.NET

Cmamms npucesiyena npobiemi cmeopenHs Kpoc-niameopmenoi cucmemu 3axucmy Web-cepsicie i 0ooamkis
cmeopenux na 6asi ASP.NET. Posenanyma apximexmypa cucmemu 6e3neku Kopucmyseaud, sika nooyoosana Ha oc-

Hosi knacie Membership API i Roles API.

Knrouoegi cnosa: Xml-@ain, NET Framework, Web-mexnonocii, 6baza oanux.

BcTtyn

Microsoft .NET Framework — me miardopma mis
CTBOpPEHHS, pO3ropTaHHs 1 3amycky Web-cepBiciB Ta
noaatkiB. BoHa Hajae BUCOKOIPOMYKTUBHY, 3aCHOBAHY
Ha CTaHJapTax, 0araTo SI3UKOBE CEpe/IOBHIIE, SIKE HO-
3BOJISIE IHTETPYBATH ICHYIOUI 3aCTOCYBaHHS 3 JOAaTKa-
MU 1 cepBicaMy HACTYITHOTO ITOKOJIHHS, & TaKOX BUpI-
UIYBATH 3aBJAHHS PO3TOPTAHHS | BUKOPHCTAHHS iHTEp-
Her-nonatkiB. .NET Framework ckmamaerbcst 3 Tphox
OCHOBHHX YaCTHH - 3araJJbHOMOBHOTO CEpeIOBHIIA BU-
KoHaHHA (common language runtime), iepapxiuHoi 6e3-
nigi yHidikoBaHMX O0i10JIOTEK KJIAaciB I KOMIIOHCHTHY
Bepcito ASP, 3Bany ASP.NET [1].

VY xinui 2014 poky BumylleHa HACTyIHa Bepcis
Visual Studio 2015, cnemjanbHa 0e3KOIMTOBHA peNaKiis
Visual Studio Community 2013, Visual Studio 2013
update 4, BigkpuBaeThcs nodaTkoBuii kon .NET Server
Core, BumnymeHa HactynHa Bepcis NET 2015, oHoBeHi
IHCTpYMEHTH Kpocc-TuaTgopMeHHON po3poOku Ha 0asi
Apache Cordova, B Visual Studio 3'suBcst emynsitop OC
Android. Lle nificHo HOBHIi eTan B PO3BUTKY iHCTpyMEH-
TiB po3poOku Microsoft [2]. ¥V 3B'si3ky 3 IIUM cTae akTya-
JIBHOIO PO3pO0OKa MpU3HAYEHHUX ISl KOPHCTYBada CUCTeE-
Mu Oe3rieku Ha ocHoBi Membership API i Roles API mis
Web-cepgiciB i monatkiB. Mojens npo¢iniB ifgearsHO
crukyetbest 3 Web-cropinkamu ASP.NET. Ilpore BoHa
HE 3aHaJTO THyYKa B IUIaHI KoHQiryparii. Pimmenns mpo
CTBOPEHHSI BIJIACHOTO IIOCTa4albHUKA NPO(DUIB MOXe
OyTH NPUIHSATE 3 KUIBKOX PHYHH:

— HeoOXimHO 30epiraté iHpopmairo npodiawo B
JoKepeni jaHux, BiaMmiHHoMY Binm SQL Server, Takomy
stk 0a3a ganux Oracle, MySQL abo XML-daiinax;

— HeoOXiJHO 3a0€3MeYUTH JOCTYIHICTb /10 JaHUX
npodidiB iHmIMM 3acTocyBaHHAM. Po30ip iHpopMmarii B
nomsax PropertyValuesString i PropertyValuesBinary
CTOMJIMBMM, OaraTtuii HacligKaM{ ITOMUJIKAMH 1 HEIO-
CTaTHHO THYYKHH. SIKIIO TpeGa BHKOPHUCTOBYBATH IIfO
iHpopMaliro B iHMIMX 3amuTax abo IoAaTKax, Kpaiie
30epertu iHdopMaIliro mpodiliB B TaOIUIN 0a3u NaHUX,
PO30HTOI Ha OKpeMi OIS

— Tpeba peai3yBaTd JOJaTKOBY JIOTIKY IpH 30¢-
pexeHHi abo BUTATaHHI AaHuX mpodito. Hanpukian,

MOXKHa 3aCTOCYBATH IEPEBIPKY JOCTOBIPHOCTI, KelIy-
BaHHS, TIPOTOKOIIOBAHHS, MIU(PPYBAHHS i CTUCKYBAHHSL.
(B mesikux BUMamkax MOXKHA OTPUMATH YCi IIi KOIITH,
npocTo po3mmpuBing Kinac ProfileBase, sikuit iHKamncy-
JIIOE YCTAHOBKU TPOQILII0, 3aMiCTh TOTO, 100 CTBOPIO-
BaTH MOBHICTIO HOBHUI ProfileProvider.)

Buknag ocHOBHOro maTepiany

ASP.NET Bkitouae intepdeiicu Membership API
i Roles API, sxi HamaroTh roToBy miardopmy ympas-
JIHHS KOpucTyBadamu 1 ponsimu. L{to mnatdopmy mMox-
Ha PO3LIMPHUTH 32 JOIMOMOIOI0 MEXaHi3My IMOCTayallb-
HUKIB, SIKi PEali3yloTh JOCTYII IO CXOBHIIA JaHUX, IO
JNeXUTh B OocHOBI [3]. 3amiHuTH peaiizamilo 3a yMOB-
yaHHM, 110 mpairoe 3 SQL Server, Mo)kHa 3a paxyHOK
MOOYIOBH BIIACHHUX IOCTaYaJIbHUKIB WISCHCTBA 1 POJIEH.
Ile Hamae MOKIUBICTH 3aMiHM CXOBHINA, IO JIEKUTH B
OCHOBI, iH(pOpMalii Mpo KOPHUCTYBaUiB i poii, HE 3adi-
natoun Web-goxatkis. Lst Monens Moxxe OyTH po3IIu-
peHa 3a paxyHOK KOPUCTYBAlbKUX ITOCTAa4YaIbHHKIB.

[Npy3HaveHwnit 1yist KOpUCTyBada MOCTAYAIBHHK 3aB-
XKy 0a3yeThesl HA HIDKYOMY PiBHI B OaratopiBHEBil Mo-
JiedTi, 110 3a0e3MeuyeThes iHTepdhelicaMu WICHCTBA 1 poJiei
ASP.NET. BaxiuBo 3HaTh, 110 BCI iHIII 3aCHOBaHI Ha
nocrayanbaukax API-inrepdeiicu B ASP.NET crpykry-
POBaHi aHAJIOTIYHUM YMHOM. ToMy peatizallisi nmpu3Haue-
HHX JUIsl KOpUCTyBaua IoctadainbHuKiB 1uis Profiles API
abo mexanizmiB nepconanizauii ASP.NET myxe cxoxa.
CnyxOu 4JIeHCTBA 1 poJiel He 3aJieKaTh OJVH BiJl OIHO-
ro. ToMy nocradyaybHUKHM WIEHCTBA 1 POJIei MaroTh Pi3Hi
0a30Bi KJIacH; Ha IOJATOK iH(OpPMAIIO MPO YIEHCTBO i
PO MOXKHA 30€piraTH B Pi3HUX CHCTEMax 3aJHBOIO IUia-
Hy. XOpOIIUM NPUKIIAZIOM MOXKE CITyXHTH ciryx0a Roles
Service 3 Windows-ayrentudikariieto. Peamizamis mpus-
HAYeHUX U1l KOPUCTYBaya MOCTAYAIBHUKIB JOCUTD TIpsi-
MOJTiHIl{Ha, ajie BUMarae JAEsSKOro 4yacy, OCKUIBKH BUMa-
Ta€TbCsl peanizyBaTH Oe3lid METOMIB 1 BIACTUBOCTEH.
HactynmHuii moctayagbHUK CTBOPEHHH Ta NpHU3HAUYEHHUH
JUIsl KOPUCTYBaya IOCTavyajlbHUK WICHCTBA 1 poieH, mo
npairoe 3 XML-aiioM i [pkepenoM NaHuX, [0 JCKHUTh
B ocHOBi. ®aiinn XML — He 3aHaATO XOpOIle pillIeHHS
JUIsl MaclTaboOBaHMX 3aCTOCYBaHb, ajieé MOXKE BUSBUTHUCS
HETOTaHOI0 ATBTEPHATHBOIO, SIKIIO PO3POOIISETHCS TPO-
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CTe Kpocc-miatopMeHe 3aCTOCYBAaHHS, SKE IMOBHHHE
pO3MIIIyBATHCSA HA CAaWTi MMOCTAYaJbHHKA, 10 HE Mae
nmoctyiy o 6a3u nanux SQL Server.

Ilepen cTBOpEHHSIM TPH3HAYCHOTO I KOPHCTY-
Baya MMOCTAYANIbHHUKA CIiJ MPOIYMAaTH 3arajibHy CTPYK-
TYpY yChOro pilieHHs. MeTa mossrae B Tomy, oo 306e-
perté GyHKIIIOHATIBHICTD, IO JISKUTh B OCHOBI, HACKI-
JBKH MOXITHBO MPOCTO0. Lle M03BOMUTH 30CEepearuTUCS
Ha NIHCHINM peami3allii MoCTavyaJ bHUKIB WICHCTBA 1 Po-
neit. Y pasi XML mpoctuii crmoci®é 3aBaHTaXyBaTd 1
30epirat  maHi y ¢aimax XML - me XML-
cepianizanus. Bona nae MOXJIHMBICTh 30epiraTv IOBHUIM
rpad o0'ekTy y aiiimi ogHUM BUKIMKOM (DYHKINI 1 4u-
TaTH HOTO TAaKOXK OJHUM BHUKJIHKOM iHIIOT (pyHKIIIT.

Y MOMEHT CTBOpPEHHs CK3eMIUIIpa cepiaizaropa
XmlSerializer /oMy HEOOXiHO MOBIJOMUTH THII, KU
MOTPiOHO cepiani3yBaTH 1 Jie cepializyBaTu.

Ockinbku Taki kiacy, sk MembershipUser, He Ha-
JAIOTh OCTYIY 10 AesAKoi iH(opMallii — HampuKiam, 10
naposs 3actocoByBaTH ix 3 XML-cepiamizamieto 6e3mo-
cepenHbO0 He MOkHa. XML-cepianizallisi Bumarae, 1moo
yCl BJIACTUBOCTI, 110 30€piraroThes, 1 WieHn Oyiu 3ara-
JILHOAOCTYITHUMHU. TakuM YHUHOM, TMOTPIOHO Oyme CTBO-
pUTH BIIACHI TIPEACTABIICHHS KOPHCTYBAuiB i poiel y
BUIISAJ CIY>KOOBHX KJIACiB JUIsSi CXOBHILA 33/IHBOTO TLIa-
Hy. 1li Kmacu HIiKONK HE TEpenaBaTUMYTHCS B TOJATOK,
SIKUH MPOCTO MOKIIAMAETHCS HA ICHYIOU] KJIACH YJICHCTBA.
(Byne nmepenbaveHa nesika IMpocTa JIOTiKa BiJOOPaXKeHHS
MDK BHYTpIIIIHIM TIpPEJCTAaBIEHHSAM KOpHUCTyBa4a i Kia-
com MembershipUser). Ha puc. 1 mokasano npoekTHe
pillIeHHs TS CTBOPEHOTO0 KOPHCTyBaya MOCTaYalbHUKA.
Knacu SimpleUser i SimpleRole 3a0e3neuyroTh MOXIH-
BicTh XML-cepiamizariii. Xoua 11 BUMarae reBHOI JIOTIKU
BijloOpaskeHHs st minTpumkn MembershipUser, Best pea-
mizamis 3Ha4HO TonermryeThes. UserStore i RoleStore —
CITy>k00Bi KJIacH Isl 1HKarcyssiii gocrymy g0 XML-gaii-
my. i xmacu Brirouaroth (pyHKOIl ISl 3aBaHTAKEHHS 1
30epexeHHss XML-daitniB pasoM 3 Jeskumu Oa30BHMHU
CITY’>KOOBUMH (DYHKIISIMU TIOIIYKY 1H(OpMAaIli B CXOBHIIIL.
Monens Bkmodae kiacu XmlMembershipProvider 1 Xml-
RoleProvider. Kmac XmlMembershipProvider nacrmimye
0a30By (hyHKITIOHAMBHICTE Bii MembershipProvider, Tomi
sk XmlRoleProvider Bing RoleProvider. O0uasa 0a3o0Bi
KJIacH BH3HAYCHO B MpocTopi iMeH System. Web.Security.
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Puc. 1. UML-niarpama knacis
CTBOPEHOT'0 KOpUCTyBaya IpoBaiiiepa

BucHoBKMu

JlaHa peanmizaiisi KOpUCTyBaua TMpoBaiimepa Uit
ynpaBiiHHs 0e3nexoro Web-cepBiciB i TOMaTKIB I03BOIISE:

— 30epiratu iH(popMaIliio mpodido B JHKEpei
naHuXx, BiamiHHOMY Bing SQL Server, Takomy sik XML-
Gaiiny;

— MOXIHMBICTH pO3MilleHHs TmpocTux Web-
cepBiciB i momatkiB Ha 6a3i ASP.NET Ha iHmux ruiar-
¢dopmax BigmiHHUX Bix Windows;

— KOIH Tpeba peaylizyBaTd JOMATKOBY JIOTIKY HPH
30epexeHHi ad0 BUTSATaHHI AaHMX npodimo. Hanpuknan,
MO)KHa 3aCTOCYBATH ITEPEBIPKY JOCTOBIPHOCTI, XEIIyBaH-
Hsl, POTOKOJIOBaHHSI, IIN(PYBaHHS | CTUCKYBaHHSI.
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CO30AHUE KPOCC-MNTATOOPMEHUN CUCTEMbI 3ALLNTLI WEB-CEPBUCOB U NPUNOXEHUNA
HA OCHOBE XML-®AUNOB AnA TEXHOJIOTMU ASP.NET

B.A. Maprosunkui, JI.JI. Konogoukun

Cmamus noceswena npobneme co30anus Kpocc-niam@opmenuu cucmemuvl 3aujumsl Web-cepsucos u npunodcenuii cos-
Odannwix na 6aze ASP.NET. Paccmompena apxumekmypa cucmemsl 6e30nacHocmu noib308ames, KOMopas NOCMpOeHd Ha oc-

noevie Membership API u Roles API.

Knioueswvie cnosa: Xml-paiin, .NET Framework, Web-mexuonoeuu, baza 0anHbix.
CROSS-PROTECTION SYSTEM PLATFORMENYII WEB-SERVICES AND APPLICATIONS
BASED ON XML-FILES FOR THE TECHNOLOGY ASP.NET
V.A. Martovytskyi, L.L. Kolodochkyn

The article is devoted to the problem of the cross-platformenyii protection system Web-services and applications created
based on ASP.NET. Considered architecture security guide, which is based on OS-new Membership API and Roles API.
Keywords: Xml-File, NET Framework, Web-technology database.
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