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Boennwiii uncmumym menexommynuxayuui u ungpopmamuzayuu HTVY «KIIH», I[lonmasa

OLLEHKA HAAEXXHOCTU UHDOPMALIMOHHBIX CUCTEM
C YYETOM U3MEHEHMUSA NMAPAMETPOB NPOrPAMMHbLIX CPEACTB

B cmamve paccmompeno nocmpoenue mno2oppazmenmubix mooeaeti QYHKYUOHUPOBAHUsT UHDOPMAYUOHHBIX
cucmem, nO360MSUIOUUX ONUCAMb UIMEHEeHUEe UHMEHCUBHOCU OMKA308 NPOSPAMMHBIX CPEOCME HA PA3HLIX IMANAX
JrcusHenno20 yukiaa. I[lpeocmaesnennvle modenu no3601810M ORUCHIBAMb KAK Yeeauuenue, maxK u YMeHbUeHUue UH-
MEHCUBHOCMEN NPOAGILEHUS NPOSPAMMHBIX 0eheKmMOs U 60CCIMANOBTIEHUsS. CUCIEMbL NOCEe OMKA308

Knrwouesvle cnosa: ungopmayuonnvie cucmemvl, NpOZPAMMHbIE CPEOCmed, OeheKmbvl NPOeKmupO8anUsl, UH-
MEHCUBHOCIU OMKA308 U BOCCIMAHOBIEHUS, MHO20(DPaAZMEeHMHble MOOEIU, GIOICCHHASL MAPKOBCKASL YeNb.

BeBepeHue

IMocTanoBka mpo6aeMbl. CoBpeMeHHbIC UHGOP-
MarmonHsle cuctembl (MC) npuHATO paccMaTpuBaTh B
aCIIeKTe COCTABIIMIOIIMX ammapaTHeIx cpeActB (AC) u
nporpammHbIx cpenacts (I1C), k KOTOPBIM BBIABHIAIOTCS
TIOBBILIEHHBIE TPeOOBaHMS K KayeCTBY OOCITY)KHBaHUS,
a COOTBETCTBEHHO M K HaJEXKHOCTH (UTO OCOOEHHO CY-
LIECTBEHHO JUIsi KPUTHUYECKUX cucreM). Hapymienue
padorociocobHocTr IC MOXKeT OBbITh BBHI3BAHO TPOSIB-
nenueM ¢puzndeckux nedexros (D) anementoB AC, a
TaKke Je(eKTOB IPOCKTUPOBAHUS W IPOM3BOACTBA
(AIT), mpexne Bcero I1C, koTopsle oka3aiuch He 0OHa-
PY)KEHHBIMH B TIPOLIECCE OTJIAAKH U UCTBITAHUMH, a Mos-
BIWJINCH TIPHU KCIOJIB30BAHUHM CHUCTEM IO Ha3HAYEHHIO.
ITo omenkam cnenuanuctoB, 20 — 70% cioydaeB Hapy-
mieHuss (QYHKIMOHUPOBAHHS CIOXKHBIX CHUCTEM 00Y-
cinoenuBaetcs {11, He BBISIBICHHBIMHE IIPU OTIIAJIKE IIPO-
rpamm [1]. BeaencTBue 3TOro akTUBHO HCTIONB3YIOTCS
pasnuuHble MeTonsl ycrpanenus J[I1, koropele Ha orm-
pEleNeHHBIX dTanax >KU3HEHHOTO IMKJIa CHCTEMBI MO-
I'yT oOyCIIOBUTh KaK YMEHbIIEHHE, TaK M YBEIHYCHUE
HMHTEHCUBHOCTH ToTOKa oTka3oB [IC HC.

AHaIN3 JIUTEPaTyPHBIX HCTOYHUKOB. AHAIIN3 JIH-
TepaTypHBIX UCTOUHUKOB [2, 3] moKa3aj, 4To IpH OLEHH-
BaHWUM HAJEKHOCTH CIOKHBIX MC OCHOBHOE BHHMMaHHWE
yaensiercss MojeNsM  (DYHKIMOHHPOBAHMS  alliapaTHOM
KOMITOHEHTHI C Y9€TOM MEpPOTPHSITUI BOCCTAHOBJICHHS U
Texo0cyuBaHus1. YUTo KacaeTcs MCCIeA0BaHUMN, CBsI3aH-
HBIX C HCIIONb30BaHHeM U coBepiieHcTBoBaHueM [1C UC,
TO B pabotax [4, 5] aBTOpBI OrpaHUYMIINCH aHAJIM30M Ha-
JI©KHOCTH MX UCXOJHOrO BapuaHTa 0e3 ydera n3MEeHEeHUH
rapameTpa MHTeHCUBHOCTH OTKa30B MPH YCTPaHEHUH TIpo-
rpaMMHBIX AedekToB. B padore [6] paccMaTtpuBaeTcs Mo-
nenvpoBaHue «crapeHus» [1C (software aging) Ha ocHOBe
armapara HeWpOHHBIX ceTell, a B [7] — mpouecchl 0OHOB-
nenus [IC B mporecce dKCIuTyaTalii Ha OCHOBE MHOTO-
(parMeHTHBIX MAPKOBCKHX MOJICIICH.

HecMmotpst Ha Hajgu4yue KOMIUIEKCA MAapKOBCKHX M
MHOro()parMeHTHBIX Mojeneld HamexHoctu (MH), cy-

miecTByeT HeoOxoammoctb pazpadborkn MH IIC UC,
MO3BOJISIIOIIEH ONMUCaTh (YHKIMOHUPOBAHUE CHCTEMBI
Ha JTare NpupadoTKH.

Taxum 00pa3oM, LEIbIO CTaTbU SBIAETCA paspa-
00TKa yKa3zaHHOW MOJIENH, KOTOpas JOJIXKHA OIUCHIBATH
BapHaHTHl KaK YMEHBIICHUs, TaK U YBEJIHMYCHHUS WHTEH-
cuBHocTH nposBienus 11 I1C.

1. MocTtpoeHne Makporpados
(YHKLUMOHMPOBaAHMSA MH(POP MALMOHHBIX
CUCTEM

[IpoBeneHHbI aHAIN3 TO3BOJIMII CHENATh BBIBOJ O
TOM, 4TO JJIsi ajeKkBaTtHoro mojenupoBanus MC mpu
W3MEHEHWH IapaMeTpOB IOTOKOB OTKa30B M BOCCTa-
HOBJICHMH HEOOXOMUMO HCIONIb30BaTh BJIOKCHHBIC
MapkoBckue 1enu (BMLI). s ciydas M3MEHESHUS WH-
TeHcuBHOCTH OTKa30B [IC B pabore [8] mpemnoxeHO
WCIONB30BaTh TNPUHIUN MHOrodpparmMentHoctu. OH
3aKJIovaercs B MpenctaBieHuu 3BeHheB BMII B BHIe
COBOKYITHOCTH TTOBTOPSIIOIIUXCS (hparMEeHTOB, OTJIU-
YAIOUTUXCS OJTHUM WJIM HECKOJILKUMHU MapaMeTpaMHu.

IIpu 5TOM BO3MOXKHBI CIEAYIONIUE BapUAHTHI M3-
MeHeHus napamerpoB nposisienus JI1 I1C:

— unaTeHcuBHOCTH nposiBienus 11 TIC nmocrosHHA
A = const;

— UHTEHCUBHOCTh BOCCTaHOBJICHHS TOCIE TPOSB-
nenust JIIT TIC nocTosiHHA Wy, = const;

— uareHcuBHOCTh nposBiaeHus Il TIC nemocto-
SIHHA Ay, = var, TIpY 3TOM BeJIMYMHA M3MCHCHHS MHTCH-
cuHocTH nposieiienus JI1 I1C nocrostaaa A, = const;

— UHTEHCUBHOCTh BOCCTAaHOBJICHHS TIOCJE TPOSB-
neraus [II IIC HemocTosiHHA [, = var, IpH 3TOM
Ay, = const.

B rpaduyeckoMm mpencTaBiieHHMH HW3MEHCHHE Iia-
pameTpoB H300paXkaeTcs B BUAE Iepexona Mexay ¢pa-
rMeHTamMu MakporpadoB [8]. Ha puc. 1 mpencraBien
Makporpad (GyHKIIMOHUPOBAHHS JBYXKaHAJIBLHON OJHO-
BEPCHOHHOW CTPYKTYpHI (S,;) UC, KoTOpHIl BKIIIOYAET
MHOXkeCTBO (parMeHTOB My = {Dy, M(Dyyi 1 € 1...10),
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@, }, rne @, — HavanbHbIH (parmedT; M(Dy,;1 € 1...n) —
MOAMHOXECTBO BHYTPEHHHUX (parMeHToB; ®, — KOHEY-
HBIN (pparmMeHT.

Iepexom U3 omHOrO (hparMeHTa B APYroi OMpeaess-
eTcsl CMEHOM COCTOSTHMH Tociie BoccTaHoieHus MC m3-3a
orkaza IIC [8] (mepexom, 00O3HAYCHHBIA MapamMeTPOM
Ugn). B obmiem (mpemenbHOM) ciydae @y COOTBETCTBYIOT
HapaMeTpsl Agp, A, Hag, MUem; Ppai COOTBETCTBYIOT Iapa-
MCTPBbI )\’I@’ }\‘;m(i) = [}\‘;m(o) —(i— DA, W, Han, iel..n
@, COOTBETCTBYIOT MAPAMETPHI Ang, Lngy U Ay = 0.

MoMmenT Hayana (QYHKIIHOHUPOBAHUS CHUCTEMBI
OITUCHIBAETCS UCXOAHBIM ()PArMEHTOM.

[lepexon x BHYTpeHHUM (parMeHTaM ONpees-
€TCsl TI0CIIeIOBATENbHOCTBIO COOBITHH, KOTOPBIE 3aKIIIO-
yatotcsa B npossieHuu JII TIC u Bocctanosnenuu IIC
nocie ux nposisienus [8]. Ilepexonsl Mexxay BHYTpEH-
HUMHU (parMEeHTaMH ONpPENEISIOTCS MapaMeTpOM  |lg,.
IIpu 3TOM 5, OCTaETCA BENUYMHOM MOCTOSHHOM. B mo-
ciennem ¢parmenre Bce [I1 IIC yctpaneHsl u (QyHK-
LMOHUPOBAHUE CUCTEMBI OIpeNeNseTcsl MapaMeTpaMu
)\’I@’ M-

Makporpad IByXKaHaJIBHOH OJHOBEPCHOHHOM
NC, omuchIBaromuil U3MEHEHHE MapaMETPOB Ay U Ly
MIpeJCTaBIIeH Ha puc. 2.

7\'2@ ’ 7\’Il1'19
M, Man

XI@, A — IAN 4,
Mnds Hen

Puc. 1. Makporpad $yHKIMOHUPOBaHHUS IBYyXKaHAILHOH 0HOBepcuoHHOM MC u1s KoMOMHALUK TTapaMeTpoB:

)“}ll‘l = Var; “-Bn =

const; Al = const; Apy,= 0

hiMy K .

I 7 \ \

7\%1) > 7‘42[11»
Mﬂ(i) >Hen

Aags Mn — 1A,
Hﬂ(i)a Hen + iAMBl'[

Puc. 2. Makporpad (HyHKIMOHHPOBaHHUS IByXKaHAIBHOI oHOBepcuoHHOM MC 1 KOMOMHALUM TTapaMeTpoB:
A= Var; Wy = var; Ah,; = const; Aply, = const

B Mozenu mpeamonaraloTcst ABa BapHaHTa H3Me-
HEHUS [TapaMeTpa Ly,

— ONTUMHUCTHYECKHI», KOT/Ia CpelHee BpeMsl Bbl-
ceanusi JII1 mocme ero MpoOSBIEHHS YMEHBIIACTCS H
napamerp |; YBEIMYUBATCS HA Ay, (3TO MOXeET 00b-
SICHATBCS MTOBBIIIICHHEM YPOBHSI KBATH(UKAIUK KOMaH-
JIbI TIPOrPAMMICTOB, CIEIHATH3UPYIOIIeHCs Ha ycTpa-
nenuu 111 [9]);

— IIECCUMUCTHYECKH», KOrma CpeaHee Bpems
BeiceBanus JII1 yBennuuBaeTcs U mapameTp Ly, YMCHb-
maercsi Ha All,, (3TOT BapHaHT XapakTepeH s CiIyda-
€B, KOTr/ia TIOCTENEHHO MPOSBIIAIOTCS pasHopoaubie JI1,

JUTS KaXJIOTO M3 KOTOPBIX TpedyeTcs pa3paboTka OT-
JenbHOM Tpouenypsl ycrpanenust [9]). Ilpu stom, uc-
xozst U3 KoHeuHoro oobema [IC, mapamerp L, yMEHb-
LIAeTCsl 10 HEKOTOPOH BETHMUYHMHBI Ly min KOTOpAs Xapak-
Tepu3yeT HauMeHee OJaronpUsTHBINA BapHaHT yCTpaHe-
uus JI1.

2. Mapkoncuoe MmopenpoBaHMe
MH(OP MALIMOHHBIX CMCTEM

JI1s1 HemocpeACTBEHHBIX BBIUMCIEHUH KONIUYecT-
BEHHBIX 3HAYEHMH ITOKa3aTesied HaJeKHOCTH Heo0Xo-
IMMO Pa3BEpPHYTh Makporpadsl B pasmedeHHyro BMI]
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¢yHKIMOHMpOBaHus cucreMbl. Ha puc. 3 mpexacraBieHn
npumep BMII, nonyueHHol npu pa3BepTHIBAHUM Mak-
porpada (HyHKIIMOHUPOBAHUS CUCTEMBI Sy; U3 puc. 1.

BMII conepxut cienyronme CoCTOSHUSI:

SF, = {Si1, S4, ... ,S3n+1} — MHOXXECTBO COCTOSIHUH,
B KOTOpBHIX cucTeMa paborocriocodHa. VcxomHble co-
CTOSIHUSL Ul BCEX BHJIOB (PparMeHTOB (HAYaJILHOTO,
BHYTPEHHUX M KOHEYHOTI'0);

SF,={S,, Ss, ..., S3n:2} — MHOXKECTBO COCTOSIHUH,
B KOTOPBIX MPOU30IIEN 0TKa3 OJHOro U3 kaHaioB AC;

N P @
N

2}“/70:[ T Hio ; : ;
®, @ (o i

SF;={S;, S¢, ... , S3n+3} — MHOXKECTBO COCTOSIHUH,
B KOTOpBIX npowusomien oTka3z I1C.

UccnenoBanue npencraBnenHsix BMIL Ha mpen-
MET MOJIYYSHHUS! KOJTMYECTBEHHBIX 3HAUECHHH ITOKa3aTes
HA/ISKHOCTU TPOBOIUTCS C NMPUMEHEHHEM YHCIICHHBIX
METOJIOB PEIICHHUS CHCTEM JIMHEHHBIX audepeHnnab-
HbIX ypaBHenui (CJIAY).

B xome mpoBeneHust ucciefoBaHW OBUTH pac-
CMOTpEHBI JIByXKaHaJbHbIE OJHO- U JBYXBEPCHOHHEIE
crpykrypsl UC (puc. 4).

: }',u/ - ”A}','ul : :

: v Hpn : :

; 22 0| | Hao ; D 20V B
: Dy 1D

Puc. 3. Pé.?,Me'-IeHHBIfI rpa¢ (BML) dynkunonnposanust UC S, i koMOMHALMK I1apaMeTpOB:
A= Var; Wy = const; Ak, = const; Ay, =0

SW Serwer

Ao, Hen

SW Serwer1
Aan, Hen
SW Serwer2
Aan, Hen

pC2 )\,;q;’ Had

0

Puc. 4. CrpyKTypHBIE CXEMbI HaJI©XKHOCTH JIBYXKaHAJIBHBIX OJHO- (2) U AByXBepcuoHHOM (6) C

IMo pa3meueHHbIM TpadaM (YHKIMOHUPOBAHUS
UC 6pumn noctpoenst CJIIY Komnmoroposa. AHamus
Mojieniell IoKa3al pocT pa3MEpPHOCTH pelaeMbIX 3ajad,
CBSI3aHHBIX C YCIIOXKHEHHEM pPaccCMaTpPHBAaEMBIX CTPYK-
TYp CHUCTEM, YTO IPUBOJAUT K YBEITHMYCHHUIO PA3MEPHOCTH
matpuisl CJITY Kommoroposa. Jlns pemenust CIIIY
ObUT WCIIOJH30BaH MOIU(HUIMPOBAHHBIA SKCIOHEHIIH-
anbHeI MeTox [10]. Ilpu pacuerax NMpUHATHI MapaMmer-
PHI, TIpeJicTaBlIeHHbIE B Ta0MI. 1.

\ Kr(t)
0,99

Tabnuua 1
KonuuecrBeHHbIe 3HAUEHUS TAPAMETPOB IIOTOKOB OTKA30B
u BoccranoBiennii AC u I1C UC

)\‘}IICP “‘}ZICP )“}:ln “-Bn A“‘Bl‘l A)“}:m
1) | () | m) | () | () | (1)
10° [4110%]1,510°| 02 | 51072 | 510°

Pe3ysnbTaThl BBHIYMCICHHI MNpENCTAaBICHBI B BUJE
rpaguyeckoll 3aBUCHUMOCTH (DYHKIIMHM TOTOBHOCTH OT
BpeMeHH (YHKIIMOHUPOBAHUSI CHCTEM Ha pHC. 5.
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Puc. 5. Pe3ynpraTsl MOZEIMPOBAaHKS M OLEHKU HA/IKHOCTH TyOJIMPOBAaHHBIX OIHO- M NBYXBepcroHHoM NC:
a—Sy; {Ay=var, pgp=const}; 6 — Sy; {A=var, p=var}; B — Sy {Ay=var, ty;=const}; r — Sy {A=var, p=var}
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BeiBOAbI

B cratbe paccMOTpeHO TOCTpOeHHE MHOrodpar-
MEHTHBIX MapKOBCKHX Mojeiel (yHKINOHUPOBAHUS
UC, no3Bonsomux omnucaTb U3MEHEHHE MapaMeTpoB
nposisienust JI1 Ha pasnuuHbIX 3Tanax >KU3HEHHOTO
LUKIIA.

CpaBHEHHE pe3yJIbTaTOB MOAETUPOBAHUSA OTHO- U
JIByXBepCcHOHHBIX apxutekryp MC Ha puc.5 mokasaro,
yto B npouecce yctpanenus JII IIC HagexHOCTH cuc-
TeM aCHUMIITOTHYECKU cTpeMHuTcs K mpsimoit Kr=0,954,
KOTOpasi XapaKTepH3yeT YCTOSIBIIMHCS PEXHUM HaIexk-
Hoctd AC IBYXKaHaJIbHOH CHCTEeMBl. AHamu3 rpaduKoB
MOKA3bIBAET, YTO KPUBBIE O) M B) JOCTUTAIOT YCTOSBIIIE-
rocst coctosiHus yepe3 8000 yacoB mpakTHUECKU OJHO-
BPEMEHHO, CJIEIOBATEIILHO IIEPHOJIBI MPUPAOOTKU OTHO-
U JIBYXBEPCUOHHOW CHUCTEMBI B pacCMaTPHBAEMBIX CITY-
Yasix paBHBIL.
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OLLIHKA HARIMHOCTI IHOOPMALIMHUX CUCTEM
3 BPAXYBAHHSIM 3MIHU NMAPAMETPIB MPOrPAMHUX 3ACOBIB

1O.J1. ITonouoBHMI

Y emammi posensinymo nobyoosy bazamogpacmenmuux mooenei ynKyionygants ingpopmMayitiHux cucmem, wo 003607s-
10mb onucamu 3Miny IHMeHCUGHOCHI 8IOMO8 NPOSPAMHUX 3aC00i8 Ha PI3HUX emanax dcummegozo yuxkny. Ilpedocmaesneni mooeni
003601810Mb ONUCYBAMU 5K 30LTbUEHNS, MAK | 3MEHUWEHHs IHMEHCUBHOCEN NPOSBY NPOSPAMHUX OedheKmie | 6I0H0BIeHHS CUC-

memiu nicist 8i0Mo8.

Knrouogi cnosa: inpopmayiiini cucmemu, npoepamui 3acodu, deghekmu npoexmysants, iHMeHcugHoCmi 8iOM08 U 8i0H0G-
aenns, bazamogpazmenmui Mooeiui, BKAA0eHUll MAPKIOBCLKULL TAHYIOR.

ESTIMATION OF THE INFORMATIVE SYSTEMS DEPENDABILITY TAKING
INTO ACCOUNT THE CHANGE OF SOFTW ARE PARAMETERS

Yu.L. Ponochovnyi

In article construction multi-fragmental models of information system sofiware dependability is considered. These models
allow to describe variation of software failure rate at different stages of life cycle. The presented models allow to describe both
magnifying, and reduction software defects failure rate and recovery of system after failures.

Keywords: informative systems, programmatic facilities, planning defects, intensities of refusals and renewal, multiple-

fragment models, inlaid Markov chain.
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